Cyber Security

An Ninh Mang
Staying Safe Online
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1. An ninh mang la gi

* An ninh mang la viéc gilr an toan tric tuyén, van dé
nay rat thiét yéu trong thé gidi digital ngay nay. Vi cac
mOi de doa nhw: vi pham dir liéu, danh cap danh tinh
va Itra d3o trure tuyén that 1a phd bién.

* Nhuwng néu luén thurc hanh theo hwéng dan ré rang va
thiét thuee sé giup ban tw bao vé minh.

* Cyber security and staying safe online are essential in
today’s digital world, where threats like data breaches,
identity theft, and online scams are common. Here’s a
clear and practical guide to help you protect yourself



2. Lwa dao trén mang

Dung tinh cam long thwong hai qua cac youtuber,
email hay tin nhan co quan tw thién ca nhan, nhom
nho.

Mua san pham trwc tuyen hay cho thir hang khéng
thich dworc tra lai hay giam gia 50-90% c6 thém cd mdi
khen gia.

Puwoc lgi nhitng khodn tién Ién nhw tring so, dau tw,
cong viéc lam lwong cao

bol tién no gid nhw etag, tién phat, mua hang chwa tra
tieén, bill qua han



2. Lwa dao trén mang

* Dung ngwoi than lam cong cu dé de doa, hay ngay ca
bao thiét bi dir lieu sé khnong dung dworc.

* Bao cao Itra dao: Lién lac nguwdi than trong gia dinh,
ban be, cac to chirc, nguoi giup d& — co quan chinh
phu trinh bao vé ltra dao, de doa.

* Theo Scamwatch, nguwdi dan Victoria da mat hon
$110 triéu vi cac vu ltra dao vao nam 2023 va $100
triéu ltra dao vao nam 2024 (theo vic.gov.au/stay-safe-
online-tips-vietnamese).

* Ltra dao qua hinh thirc phone, quang cao, spam
email, hay ngay ca qua nhirng thong tin duwroc nguroi
than vo tinh chuyén qua bang forward...



2. Lwa dao trén mang

* Trong quy dau 2024, c6 588 vu Ilra dao qua
dién thoai khién cac nan nhan mat tong cdng
23,9 triéu do la. Ngoai ra, hon 10.000 cubc goi
Ira dd0, 32.091 tin nhan (theo
sbs.com.au/language/vietnamese/ 29-12-24)

* Ngay Cang c6 nhiéu ké Itra dao str dung cac tai
khoan gia mao hoac bi danh cap trén mang xa
héi, cac nén tang va wng dung nhan tin dé
Chlem doat tién bac va thong tin ca nhan

* Tin nhan, email va cudc goi phone Itra dao
dwoc ghi nhan nhiéu hon, va cac vu ltra dao
qua mang xa hoi



2. Lwra dao trén mang

“ Ban co6 thé nhan dwoc tin
nhan trén mang xa hoi tw
MmOt ngwoi ma ban chuwa
tlrng quen biét. Ké Ira dao
gia vO la ban be, nguoi
than, cd van tai chinh hoac
dai dién cua mét doanh
nghiép cung cap co’ hoi
viéc lam,” NASC cho biét.




2. Lwa dao trén mang

» Cong cy mdi gitp ngan chan Itra ddo va tiét
kKiém hang triéu do la cho nguoi dan Uc

* Dé giam thiéu thiét hai nay, chinh pha vira cdng
bo mot cong cu méi cé tén la S6 Dang Ky
Tén Ngwoi Gwri SMS Bat Buéc (SMS Sender
ID Register).

 COng cu nay yéu cau cac nha cung cép dich vu
vién théng kiém tra xem tén nguoi gtvi tin nhan
dwéi danh nghia mét té chire ¢6 khéop véi théng
tin da dang ky hop phap hay khong.



“Tat ca chiing ta neu déu da tirng nhan nhirng tin nhan Itra dao
gia danh cac t6 chirc uy tin hay théng bao.

“V6i s6 dang Ky bat bubc nay, nhiing tin nhan Itra ddo sé bi
chan hodac bi danh dau, giup nguwoi tiéu dung tranh bj Itka dao”
"Nho vay, so dang ky cling sé glup khoi phuc niém tin vao céc

tin nhan tir cac td chire uy tin va bién Uc tré thanh mdt noi ma
nhirng ké Itra dao kh6 hoat dong hon.”

S6 dang ky duoc thiét ké dé ngan chan nhirng ké Itra dao st
dung tén cla nhitng tbé chirc dang tin cdy, bao gom ngén hang,
nha cung cép dich vu hodc co quan chinh phd nhw ANZ, Linkt
hay myGov (theo sbs.com.au/language/vietnamese).

to stop and prevent SMS scammers




3. Mat khau an toan

* Tao mat khau kho dodn va lwu trie ching an toan
(bao mat mang hang dau)
* GOm it nhat 8 dén 16 ky tuw
* Can chir hoa va chir thuong, sé 0-9
* Phai c6 cac ky tw dac biét
* khéng dung tén, ngay thang sinh cua minh

* Thwdng cac td chire uy tin co cai dat hé thong xem
méat khau cé an toan du tiéu chudn khéng va ngay ca
tw tao — generated méat khau luc dau, or reset. Phai
thay déi ngay mat khau cung cép trong lan dau truy
cap.




3. Mat khau an toan
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3. Mat khau an toan

Tot nhat nén tao mot hé thong mét khau cho riéng
minh dé dé nh¢ FL.DD.MM@Site

Nh¢& phai Iwu triv Iai va gidr nhiéu phién ban — cho
ngwoi tin twéng nhat biét - dé truy tim khi minh khéng
dung dworc U bat trac.

V&i moi nguwdi mat khau quén 1a van dé thwong
xuyén c6 nhat [a ngwdi cao tudi. Ma nhiéu hé thong
chi cho nhap khéng qua 3 lan sé khdéa account lai.
Nén van dé tao mét hé thbng méat khau dé nhé cho
minh va an toan la rat quan trong.

Mat khau thuwdng ma hoa co the doi show dé danh
chinh xac, khong save mat khau cho app quan trong
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User Login

Username
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[0 remember Forgot Paswword ?
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:;" 4. Nhan dién bang nhieéu mat khau

 DUng nhiéu yéu t6 dé xac dinh quyén truy cap thiét bi
hay di lieu
* cau hoi phu bao mat : noi lam, &, sanhra v...v
* thém pin, mat khau phu
* dung van tay, mat v... v
* nhan SMS, email dé chap nhan quyén ding

* Tao mét khau dé mé dir liéu Iwu triv hay tao ché dé
quyén truy cap - access control user, admin, hoac
dau kin — hidden file



5. Cap nhat phan mem

» Céap nhat phan mém cua thiét bj : khac phyc cac diém
yéu hodc 16 hdng trong phdn mém cla thiét bi.

* Thwdng phan mém sau mot thoi gian xtr dung lic nao
cung bi phat hien sai xot. Do d6 phan mem va thiét bi
thwong ra loai version moi moi nam.

» Trong setting cda cac thiét bj thuong cé6 muc chon lira
cho phep hoac khong tw cap nhat phan mém moi khi
cO chwong trinh thay doi.
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AUTOMA IC DOWNLOADS
Apps

App Updates

Automatically download new purchases (including
free) made on other devices.

CELLULAR DATA

Automatic Downloads ()

App Downloads Ask If Over 200 MB >

Only allow apps under 200 MB to download
automatically using cellular data.

Video Autoplay Oon >

Automatically play app preview videos in the
App Store.
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Automatically remove unused apps, but keep all
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Store.

PRIVACY




6. Sao lwu dir liéu

Sao lwu cuc bo (local hard disk) trén may tinh
Sao lwu trwe tuyén — google drive, cloud
Gilr backup trén USB hay external hard drive

Lwu gitr thwrong xuyén moi ngay, tuan, thang va gitr
nhiéu ban dé co6 thé truy cap tré lai.

Nhirng gi quan trong vé thdng tin ca nhan, mat khau,
ching tw tai chanh v...v

Lwu nhirng théng tin lién lac contact can thiét.
C4c thiét bj cling cé chirng ndng backup va restore.
Luén tw bdo vé chinh minh khi tham gia trwc tuyén.
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7. Hwéng dan tw bao vé ban

Install reputable antivirus software and enable
your firewall.

These tools help block malicious programs and
un-authorized access.

Khdéng nén cho nhirng trng dung online hay social
media tw dong thay dbi settings dé bao vé an toan
cho chinh minh, gia dinh va ban be.

Khéng cho tng dung ché dd theo déi noi (location) tiy
mang hay apps — vO0 tinh bi share info.

Khiém soét viec mé may chup hinh tw déng
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Antivirus Security Pro

Your device is pr

VPN - Secure internet
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Microphone protection
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Windows Defender Security Center

Your device is being protected.
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Last threat definition update: 4/9/2018
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MINI TRACKER

Location trackers, while useful for safety and convenience, can be
misused to stalk, harass, or control individuals, especially in situations
iInvolving domestic violence or coercive control. These tools, like
Life360 and Find My iPhone, can be employed by perpetrators to
monitor and track victims without their knowledge or consent.



* Trojan is a type of malware that is often disguised, in this case as
legitimate software or program. Once installed on a device, it can
give hackers full remote access to a person’s computer.

* UNSW cybersecurity expert Professor Salil Kanhere says that we
shouldn't assume Trojan attacks only occur in spy thriller movie
plots. It is, he says, happening frequently to ordinary people today.

* “What is alarming is that it also gives them remote access to your
computer, including peripherals such as your webcam — meaning
they can essentially watch whatever is on the other side of the lens.
This type of attack is known as camfecting



7. Video Hwéng dan cach lwu triv

* Backup contact list on gmail

https://www.youtube.com/watch?v=8CmaulMRopE

* Contact phone from Iphone cloud
https://www.youtube.com/watch?v=WtFwbqE4Cjw

* Move mobile contacts to gmail account
https://www.youtube.com/watch?v=EMAhgNVDY0A%3D%3D

* Move mobile contacts to gmail account
https://www.youtube.com/watch?v=EMAhgNVDYo



Mot sO cach dé phong tw bao vé an toan

* Nhan biét nhirng nguy hiém Ilra dao
* Can than dé khong bi danh cap théng tin

 Can than khi truy cap mang tranh bi dan t&i nhirng
trang mang khéng t6t — quang cao, Ira dao, khiéu
dam.

* Thuwdong xuyén delete bé nhirng tin, email rac

* Luwu gitr lai thong tin quan trong cho an toan dé kiem
Khi can
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Mot so cach de phong tw bao vé an toan

* Use anti-virus, defender clean up cache, history,

password hay thong tin tren browser trwéc va sau
Khi dung.

* Tranh dung free Wi-Fi

* Can than khi chia sé thdng tin ca nhan cho nhirng
ngwoi khac.

* Suy xét chon lwa can than khi mua hang online

* Khéng dwa chi tiét tai chanh cho nhirng cong ty tra
ohi, bill ty dong.

* M& mot account dung tam thdi dé chi tra online.
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Paypal does not charge the buyer/sender anything to pay an
invoice. Fees are paid by the recipient. US fees are 2.9% of
the payment plus 30 cents domestically.

Paypal offers you fraud protection through their Buyer
Protection program, although if the payment is for a physical
item you must return it to the seller and prove that it has been
delivered to get the refund.

Instant transfer through Interac (and possibly other systems) is
... instant, at least domestically, while the speed of Paypal
payments depends on how you back your account. If you use
a Paypal balance or a credit card to back your payment, it will
be instant, but if you only back your PP with a bank account
you have written an “e-cheque” which must clear the banking
system. This can take a few days and if you and the seller are
in different countries, as much as ten days.

Paypal anonymizes the financial information of both buyer and
seller. (https://www.quora.com/For-online-payments-is-it-better-
to-do-it-through-my-bank-or-Paypal)



Mot sO cach dé phong tw bao vé an toan

* Khong dung chinh xac ngay thang nam sinh hay tén,
noi ¢ that trén nhieng trang social media.

* Kiém soat can that nhitng nguwdi mudn két ban nhat 13
FaceBook

* Than trong v&i nhirng quang cao free, thtr hang vi da
s6 la scam. Ngay nhu trial anti- -virus software Nortan,
AVG, AVAST sau thoi gian trial néu khong dung tiép
tuc kh| bo sé pha huy thiét bj va phan mém cua ban,
tw disconnect cac cong lién lac va phan mém cho OS



ONESTREAM

Social Media &

DATA PRIVACY

How Much Are You Really Sharing?

* Cybercriminals are always looking for the new weak link and social
media is a point of vulnerability for many businesses. As it becomes more
common for social media to be used for and by businesses, the
opportunity for cybercriminals to use social media in their attacks grows.

* Social media is an essential tool for networking, events, advertising,
keeping up with trends and more. However, with the rise of remote working
and personal smart devices, social media data breaches are fast becoming a
risk of which companies need to be aware.

* What is a data breach?

* Data breaches are the result of a cyber-attack where criminals gain
unauthorized access to a computer system or network and steal private,
sensitive, or confidential personal and financial information

- Facebook estimates that anywhere from 50 million to 100 million of its monthly
active user accounts are fake duplicates. As of late 2020, almost half of all
consumers worldwide expect to be hit by a data breach.(source:
https://netacea.com/blog/the-rise-of-social-media-data-breaches/)






Mot so cach de phong tw bao vé an toan

* Can thén v6i nhiing survey cé nhirng chi tiét nhé hay bi &n
deé lay cap théng tin ctia minh.

* Khi phat hién c6 nhirng thay déi bét thurong trong hoat
dong cua may hay luc truy cap thong

* tin. Nén tat may ngay va checking virus, scan hé thong dé
tranh bj hacker xam nhap.

* Bao cao lai v&i The National Anti-Scam Centre



Wheo is the National Anti=-Scam Centre?

The National Anti-Scam Centre is where government and
Industry work together to protect Australians from scams. We're
harnessing shared resources and smarter analytics to identify blind

spots, strengthen weak links and use data to react faster, stopping
scams before they happen.

Our aim s to make Australia a harder target for scammers.

For more information about how to avoid or report a scam, visit the
Scam watch website https://www.nasc.gov.au/

“S. ScamWatch

Australian Covernment siDr}. Better safe than scammed.

® STOP. CHECK. C PROTECT.

Three small steps to keep Australia safe from scammers.

Scam alert: ACCC phone numbers spoofed by
scammers



Be confident connected

* Beware of spam voice mail or messages

* Beware of financial discussion on phone, email and
message and website

* Apply Best Practices for Online Behaviour

STOP - CHECK - PROTECTED
Be confident and happy ONLINE



